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The Risk You’re Carrying

Every organization that operates in the cloud is making a bet, whether they realize it or not, on how their 

infrastructure is managed. The ones managing it through manual processes, portal clicks, and ad hoc 

deployments are carrying more risk than most leadership teams appreciate. Not because they’ve made 

a bad decision, but because the operating model they started with was never designed for the scale and 

scrutiny they’re now operating under.

The industry calls this pattern “Click-Ops”: infrastructure provisioned by hand through a cloud provider’s 

portal, code deployed through manual processes, and configuration maintained through tribal knowledge 

rather than version-controlled code. It’s the natural starting point for cloud adoption. It works for the first 

few applications, the first few environments. And then it doesn’t.

What makes Click-Ops dangerous isn’t that it fails spectacularly. It’s that it degrades quietly. The risk builds 

in the background: configurations that drift between environments, changes that no one documented, 

deployments that bypassed every checkpoint. It compounds until something breaks and the true cost 

becomes visible.

This paper examines that cost, explains why it compounds over time, and outlines the process for 

eliminating it.
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The True Cost of a Manually-Provisioned 
Operating Model

From a leadership perspective, a manually-provisioned operating model doesn’t announce itself as 
a risk category. It shows up as a collection of symptoms that are easy to attribute to other causes: 
understaffing, growing pains, the complexity of the cloud. But the root cause is the same: a manual 
operating model that can’t provide the consistency, auditability, or speed that modern organizations 
require.

The cost falls into three categories.

1. The Direct Cost of Misconfigurations

Manual infrastructure management is the single largest controllable source of cloud security 
risk. When resources are provisioned by clicking through a portal, every configuration is a one-
time decision made by whoever happened to be doing the work that day. There’s no review 
process. There’s no automated check against organizational policy. There’s no guarantee that the 
same resource provisioned last month was configured the same way it’s being configured today.

The data is unambiguous. 

These aren’t edge cases. They represent the baseline risk of any organization that provisions 
infrastructure manually. Every resource created through a portal without automated policy 
enforcement is a resource that could be misconfigured. And the cost of that misconfiguration, 
if it leads to a breach or compliance failure, is measured in millions.

For organizations in regulated industries (financial services, healthcare, government, 
manufacturing) the exposure is compounded by the compliance implications. A 
misconfiguration isn’t just a technical problem. It can trigger regulatory action, audit findings, 
and reputational damage that persists long after the technical issue is resolved.

of cloud configuration errors originate 
from manual setup or oversight. Not from 
sophisticated attacks. Not from platform 
vulnerabilities. From humans clicking through 
consoles without automated guardrails.

95% of cloud security failures stem from 
misconfigurations due to human error. 

82%

95%

The average cost of a breach caused by a cloud 
misconfiguration is

Automated scanning and policy-as-code can 
prevent up to

up 17% year-over-year. For U.S. organizations, the 
number is significantly higher.

of these misconfigurations before they ever 
reach production.

$4.3M,

75%
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2. The Opportunity Cost of Infrastructure as a Bottleneck

Organizations using manual provisioning 
report average infrastructure request 
fulfillment times of four to seven days. In 
some environments, the wait is measured in 
weeks. Platform engineering teams in these 
organizations spend 60 to 70 percent of their 
time on repetitive provisioning tasks, leaving 
little capacity for the work that actually 
improves the platform.

This creates a bottleneck that has direct 
competitive consequences. It also has a dollar 
figure attached to it.

The average U.S. software developer salary is 
approximately $120,000 per year (Glassdoor, 
2026). Fully loaded with benefits, taxes, and 
overhead, that number is closer to $150,000 
to $170,000, or roughly $625 per working day. 
When a developer is waiting on infrastructure, 
that daily cost doesn’t pause. It just produces 
nothing.

Consider a team of 15 developers where 
each developer encounters an infrastructure 
bottleneck once per month and waits an 
average of five days for it to be resolved. 
That’s 15 developers, multiplied by 5 idle 
days, multiplied by $625 per day: roughly 
$47,000 per month in developer salary spent 
producing nothing. Over a year, that’s more 
than $560,000, and that’s before accounting 
for the value of what those developers would 
have shipped.

The math scales linearly. A larger team, 
a longer average wait, or more frequent 
requests all push the number higher. And this 
calculation only captures salary. It doesn’t 
account for the downstream cost of delayed 
releases, missed market windows, or initiatives 
that stall because the infrastructure wasn’t 
ready.

Plug in your own numbers. Average developer 
salary. Team size. Average days waiting per 
request. Frequency of requests. The result is 
almost always larger than leadership expects.

When infrastructure provisioning takes 
days, every initiative that depends on new 
environments (a new product, a new feature, 
a proof of concept, an AI workload) is delayed 
by the same amount. It doesn’t matter how 
quickly the code is written if the infrastructure 
isn’t ready for it. The delivery timeline isn’t 
set by the fastest team. It’s set by the slowest 
dependency. And in a manually-provisioned 
environment, that dependency is almost 
always infrastructure.

This bottleneck is becoming more 
consequential, not less. Software development 
is accelerating. AI-assisted coding tools 
are compressing the development cycle 
from days to hours. Teams are being asked 
to deliver more with fewer people. In this 
environment, an infrastructure process that 
adds days or weeks to every delivery cycle 
isn’t just an inconvenience. It’s a competitive 
disadvantage that widens with every quarter.

The impact is particularly acute in the public 
sector, where agencies face shrinking budgets 
alongside growing mandates. Government 
engineering teams are being asked to do 
more with less. Every hour an engineer 
spends waiting for infrastructure or manually 
configuring resources is an hour that doesn’t 
go toward delivering the capability the agency 
needs. Manual processes don’t just waste 
time. They scale backwards. As demand grows 
and headcount shrinks, the bottleneck gets 
worse, not better.

Organizations that can provision infrastructure 
on demand, in minutes or hours rather than 
days, can experiment faster, respond to 
market changes more quickly, and get new 
capabilities in front of users before their 
competitors. Organizations stuck in Click-Ops 
can’t. The gap between the two grows wider 
every month.
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3. The Talent Cost

The impact of manual infrastructure practices 
on team morale and retention is real, 
measurable, and frequently underestimated.

Developers in these environments spend 
a significant portion of their time waiting: 
for environments to be provisioned, for 
deployments to be coordinated, for tickets 
to be picked up by an operations team 
that’s already overwhelmed. They aren’t 
writing code. They aren’t building features. 
They’re idle, and they know it. Over time, the 
frustration compounds. The best engineers, 
the ones with options, leave for organizations 
where they can focus on building rather than 
waiting.

The operations team suffers equally but 
differently. In a manually-provisioned model, 
ops is the bottleneck for every infrastructure 
request. They’re the ones fielding tickets, 
manually configuring resources, and absorbing 
the pressure when things take too long. The 

work is repetitive, high-stakes, and thankless. 
It’s the kind of work that drives burnout and 
turnover in the team you can least afford to 
lose.

In a competitive hiring market, your 
infrastructure practices are either a recruiting 
advantage or a recruiting liability. Engineers 
evaluate potential employers on the quality of 
their tooling and processes. An organization 
that still deploys from developer laptops and 
provisions infrastructure through portal clicks 
is, to an experienced engineer, a red flag. It 
signals technical debt, operational overhead, 
and an environment where they’ll spend more 
time fighting process than shipping product.

Retaining strong engineering talent, on both 
the development and operations sides, 
requires an environment that respects their 
time and enables their best work. Click-Ops 
does the opposite.
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Not Just a Technical Problem, But a Cultural One

The transition from manual infrastructure 

management to an automated, code-driven 

model is often framed as a tooling decision. 

Adopt Terraform. Implement CI/CD. Stand up a 

module library. But organizations that approach 

it this way, as a technical migration, consistently 

stall. The tooling is the easy part. The hard part 

is getting three teams that have historically 

operated in silos to agree on a shared set of 

standards and trust a platform to enforce them.

As AI tools transform software development, it’s 

natural to wonder whether the same technology 

can be pointed at infrastructure and delivery to 

accelerate this transition. It can’t. At least not in 

the way most organizations need.

AI coding assistants work because they operate 

within a well-defined scope: a developer writes 

a prompt, the tool generates code, and the 

developer reviews the output. The feedback loop 

is tight, the scope is narrow, and the human in 

the loop has immediate context to evaluate the 

result.

Infrastructure and delivery are fundamentally 

different. The decisions involved aren’t just 

technical. They’re organizational. How should 

this resource be configured to meet our security 

policy? What’s the approved architecture for 

this type of application? Who needs to approve 

a change to production? What tagging and 

cost attribution rules apply? These decisions 

span three teams (engineering, operations, and 

security) each with their own requirements, 

constraints, and risk tolerances.

You can’t generate a governance model with a 

prompt. You can’t auto-complete your way to a 

compliant deployment pipeline. And you can’t 

ask an AI assistant to reconcile the competing 

priorities of a development team that wants 

speed, an operations team that wants stability, 

and a security team that wants control.

What you can do is codify the decisions those 

three teams make, together, into a platform that 

automates the execution of those decisions. The 

security team’s policies become policy-as-code 

checks that run in every pipeline. The operations 

team’s standards become Infrastructure as Code 

modules that encode approved configurations. 

The engineering team’s deployment patterns 

become golden-path templates that enforce 

best practices by default.

This is a culture shift, not a tooling decision. It 

requires engineering, operations, and security 

to align on what the standards are, then build 

a platform that enforces those standards 

automatically. It also requires people who have 

lived through these transitions to frame the 

discussions and ask the right questions. The 

result is an infrastructure and delivery layer 

where the right thing to do is the easy thing to 

do, and where speed and risk reduction are the 

same system, not competing priorities.
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A Tale of Two Solutions

The cost of Click-Ops is best understood through 

the organizations that have lived it and come 

out the other side. The following two examples 

illustrate the pattern: one commercial, one 

defense. Different industries, different constraints, 

same underlying problem.

To understand the practical impact, lets consider 

the experience of one of our customers: a mid-

size financial services firm.

Reducing Infrastructure Bottlenecks

The firm had a team of over 30 engineers and 

operations staff. They were in the first 5 years of 

their Azure adoption. Applications were running. 

The cloud was being used. But the risk profile of 

their operating model was deteriorating across all 

three dimensions.

Misconfigurations were a constant concern. 

Infrastructure provisioned manually through the 

Azure Portal had no automated policy checks, 

no peer review, and no guaranteed consistency. 

Configurations drifted between environments. 

Code tested in development behaved differently 

in production. There was no version-controlled 

record of what had changed, when, or by whom.

The bottleneck was severe. Every infrastructure 

request flowed through a small operations team 

that was already at capacity. Developers had 

begun to internalize the delays as normal. Some 

had stopped requesting new environments 

entirely because they knew the wait would be 

measured in weeks. When leadership began 

planning an internal AI platform, it became clear 

the manual process couldn’t support the pace the 

initiative demanded.

Morale was eroding. The operations team was 

burned out from fielding repetitive manual 

requests. The development team was frustrated 

by delays they couldn’t control. The tension 

between the two teams was growing.

THE SOLUTION

The solution required getting engineering, operations, and security aligned on a shared set of 
standards, then encoding those standards into a platform. Today, the firm has over 30 custom 
Terraform modules that enforce their organizational standards and Azure Well-Architected Framework 
best practices. Every infrastructure change is version-controlled, reviewed, and auditable. CI/
CD pipelines enforce quality gates before code reaches production. Deployment times have been 
reduced from weeks to one to two days. The bottleneck is gone. The audit trail is built into the 
workflow. And both teams are focused on higher-value work.
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When Compliance Is the Mission

The relationship between infrastructure 
automation and risk reduction becomes even 
clearer when applications must operate across 
multiple security boundaries.

Consider the challenge facing a government 
contractor supporting the DoW. Their platform 
uses augmented reality to connect shipboard 
personnel with engineering experts for real-
time maintenance guidance, even in contested 
environments where ships may be operating 
beyond the reach of traditional support channels.

The application must deploy consistently 
across Azure commercial, Azure Government, 
IL5, and IL6 environments. Each boundary has 
different compliance requirements, network 
configurations, and access controls.

A manually-provisioned approach is disqualifying in this context. A misconfiguration in an IL5 or IL6 
environment isn’t a bug. It’s a compliance violation that can jeopardize an authorization to operate. You 
cannot manually configure infrastructure across four security boundaries and maintain the consistency 
required to pass audit.

THE SOLUTION

The same Terraform modules, parameterized 

for each environment, producing identical 

architectures across every deployment 

target. CI/CD pipelines enforce the same 

quality gates at every boundary. Changes 

are auditable everywhere. New boundaries 

can be provisioned from existing definitions 

rather than rebuilt from scratch.
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The Process
Discover, Standardize, Prove, Scale

The transition from a manually-provisioned 
operating model to a risk-managed infrastructure 
platform follows a proven, iterative process. This 
is Pick 2 Solutions’ methodology, tested across 
engagements in financial services, defense, 
and HR. The pattern is consistent regardless of 
industry: each phase produces tangible outcomes 
that reduce risk while increasing delivery capacity.

Discover

Understand the current risk posture. Interview 
stakeholders across engineering, operations, 
and security. Catalog existing resources. Identify 
where manual processes introduce the most risk. 
Gather requirements from the teams who will 
use the platform. Adoption depends on building 
something people want to use.

Standardize

Build a library of reusable Infrastructure as Code 
modules that encode the combined standards of 
engineering, operations, and security: approved 
configurations, tagging policies, network rules, and 
compliance requirements. Every cloud resource 
provisioned through these modules is version-
controlled, reviewable, and repeatable. The risk 
of misconfiguration drops because the correct 
configuration is the only option.

Define golden paths for each application type. A 
golden path represents the combined judgment 
of engineering, operations, and security: the 
approved architecture and deployment pattern 
for a given workload. Developers can’t accidentally 
deploy outside these patterns. The default path is 
the safe path.

Create CI/CD templates with mandatory quality 
gates: static analysis, security scanning, and 
policy-as-code checks. For infrastructure 
changes, pull requests are reviewed, Terraform 
plans are visualized, and applies require explicit 
approval. Standards are maintained at scale 
because the gates are automated, consistent, and 
fast.

Prove

Select a real application. Migrate it end-to-end 
using the new modules and pipelines. Demo the 
result. When a developer sees they can provision 
infrastructure and deploy by opening a pull 
request, with quality gates, security scans, and 
approvals happening automatically, the cultural 
shift begins. Document the lessons and feed them 
back into the module library.

Scale

Migrate applications iteratively, starting with quick 
wins. Pivot to mission-critical applications once 
the pattern is proven. Ensure all new development 
follows the new patterns from day one. Each 
cycle reduces risk, strengthens the platform, 
and expands the module library. Developers 
provision what they need through code and pull 
requests. No tickets. No queue. But the module 
library, golden paths, and quality gates ensure 
every action stays within the boundaries the 
organization has defined.

This is iterative by design. You reduce risk 
incrementally while keeping everything running. 
It’s also a culture change: engineering, operations, 
and security must work together to define the 
standards the platform enforces. Leadership 
buy-in is what makes that cross-team alignment 
possible.
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The Bottom Line

Misconfigurations caught by automated policy 
checks, not discovered during incidents or audits. 
The attack surface created by manual processes 
shrinks with every application migrated.

Every change tracked in version control. 
Hundreds of hours saved per audit cycle.

Building the platform forces engineering, operations, and security into alignment. 
That alignment has value far beyond infrastructure.

The platform enforces organizational 
standards automatically. Speed and 
governance are the same system.

As teams are asked to do more with less, the 
infrastructure layer must enforce quality and 
security at higher volumes. A mature platform 
does this. Click-Ops cannot.

Risk reduction

Auditability as a byproduct

Cross-team alignment

Faster delivery without 
sacrificing standards

A platform that scales with demand
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Where Do You Stand?

If provisioning takes days, if deployments bypass quality gates, if you can’t answer with confidence what 
changed in production last Tuesday, the risk is real and growing.

Organizations across financial services, defense, and government have made this transition. The process is 
proven. The risk reduction is measurable. The only variable is when you start.

Assess your 
maturity

Take our free Platform Maturity 
Assessment at platform-assessment.
pick2solutions.com. Five minutes. A 
scorecard across five dimensions. Specific 
recommendations for closing the gaps.

Start the 
conversation

If you know where the gaps are and 
want to talk about closing them, visit 
pick2solutions.com/contact.

Pick 2 Solutions is a 
specialized engineering firm 
focused on Cloud, Platform, 
and Software Engineering. 
We help organizations build 
risk-managed infrastructure 
platforms that scale with 
their ambitions.
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Appendix
Sources

1. 	 82% of cloud configuration errors from manual setup or oversight. SentinelOne, citing industry 
research. “Cloud Misconfigurations: Still the Biggest Threat in 2025?” RSA Conference, 2025.

2. 	 Average cost of a cloud misconfiguration breach: $4.3 million (up 17% YoY). DataStackHub, “50 Cloud 
Misconfiguration Statistics for 2025–2026.”

3. 	 95% of cloud security failures stem from misconfigurations due to human error. SentinelOne, “50+ 
Cloud Security Statistics in 2026.”

4. 	 Automated scanning and policy-as-code can prevent up to 75% of misconfigurations. DataStackHub, 
“50 Cloud Misconfiguration Statistics for 2025–2026.”

5. 	 Average infrastructure request fulfillment times of 4–7 days; platform teams spend 60–70% of time on 
repetitive provisioning. DevOps.com, citing DORA findings. “The Great Infrastructure Migration,” 2026.

6. 	 80% of large software engineering organizations will establish platform engineering teams by 2026. 
Gartner, cited in byteiota, “Developer Productivity 2026: AI and Platform Engineering Shift.”

7. 	 Over 75% of developers use AI coding assistants; AI-authored code accounts for 27% of production 
code. Shiftmag, citing GitHub/Copilot data, 2026.

8. 	 AI-assisted teams merge 98% more PRs; PR review time increases 91%. Faros AI, “The AI Productivity 
Paradox Research Report,” 2025.

9. 	 45% of AI-generated code contains security vulnerabilities. DEV Community, citing industry studies. 
“The AI Revolution in 2026.”

10. 	Average U.S. software developer salary: $121,750/year. Glassdoor, “Software Developer Salaries,” April 
2026.
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